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hoang.nguyen@inf.ethz.ch

ETH Zurich

Zurich, Switzerland

Srđan Krstić

srdan.krstic@inf.ethz.ch

ETH Zurich

Zurich, Switzerland

David Basin

basin@inf.ethz.ch

ETH Zurich

Zurich, Switzerland

Abstract
Ensuring that modern systems comply with privacy regulations,

like GDPR’s purpose limitation and user consent, is complex, time-

consuming, and error-prone. Recently, a model-driven privacy ap-

proach has been proposed, enabling developers to declaratively

specify a privacy model from which correct enforcement code is

automatically generated. This approach promises to reduce soft-

ware development complexity and minimize developer errors.

We report on the results of an empirical study with 61 partic-

ipants comparing model-driven and traditional code-centric ap-

proaches to implementing privacy requirements in web applica-

tions. The participants were graduate computer science students

with relevant software engineering and privacy training, making

them good developer proxies. They were tasked with implementing

the same web application using both approaches. We evaluated the

resulting implementations for correctness, development effort, and

maintainability. Our findings provide empirical evidence of the su-

perior efficiency and correctness of the model-driven approach. De-

spite limited prior experience, participants using the model-driven

approach wrote eight times less code and produced applications

with 64% fewer privacy violations than the participants using the

code-centric approach. This is the first study to empirically ana-

lyze and demonstrate the benefits of model-driven approaches for

developing privacy-critical applications.

CCS Concepts
• Software and its engineering → Model-driven software en-
gineering; • Security and privacy → Domain-specific security

and privacy architectures; • Social and professional topics →
Software engineering education.
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1 Introduction
Motivation. Modern information processing systems must satisfy

a wide range of privacy requirements stemming from stringent reg-

ulations, end-user concerns, self-imposed constraints, and best prac-

tices. Implementing these requirements is difficult and error-prone.

The lack of compliance to the General Data Protection Regula-

tion (GDPR) provides evidence of this difficulty. The GDPR (Ar-

ticle 5) requires organizations to protect personal user data from

unauthorized access, unlawful processing, and ensure explicit user

consent. In practice, organizations frequently fail to meet these re-

quirements. As of December 2025, the most common GDPR fines

involve “insufficient legal basis for data processing” (797 fines; €3.01

billion) and “non-compliance with data processing principles” (737

fines; €2.52 billion), with both categories involving violations of

user consent and purpose limitation requirements. Overall, nearly

2,700 fines totaling €6 billion have been issued since 2018 [27].

A system must, at a minimum, protect personal data from unau-

thorized access and modification. Additionally, it must not process

the protected data arbitrarily. The system is required to have a pri-

vacy policy, declared upfront, specifying the purposes for which

personal data will be used. Any data usage beyond the declared pur-

poses is deemed unlawful unless supported by another legal basis.

Furthermore, consent must be obtained from the owner of personal

data prior to its use. Ideally, users should have the option to consent

to just specific parts of the privacy policy, allowing them to create a

personalized data-usage policy, which the systemmust then enforce.

Focus and problem statement. In this paper, we focus on the

most frequently violated data protection requirements, mandating

the strict enforcement of users’ data usage policies. Recently, Krstić

et al. [24] proposed a model-driven privacy methodology that uses

system design models to specify these policies and other data pro-

tection requirements (Section 2). These design models naturally

capture such requirements in a simple and concise manner. They

also have a formal semantics that enables the automatic generation

of a correct-by-design enforcement mechanism. This mechanism

instruments the application’s actions, tracks actual processing pur-

poses, and prevents actions on personal data from being performed

for undeclared purposes or without user consent.

Taking privacy by design literally seems very appealing. Intu-

itively, applications developed directly from models should be less

prone to privacy violations than those developed in a code-centric

way. Moreover, their development should be easier, as the tedious

enforcement code for data protection requirements is generated au-

tomatically. However, there is no prior systematic study supporting

this claim and current practices often rely on ad-hoc code-centric so-

lutions. This leads to the following overarching research question:

Do design models improve implementation correctness and reduce

development effort for privacy requirements?
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Prior work has not provided a clear answer to this question. Krstić

et al. [24] implemented a model-driven development tool and used

it to conduct three case studies, but did not compare their approach

to the code-centric one or conduct a systematic study, as they were

the tool’s only users. Similarly, other tools proposed for modeling

privacy requirements [1, 2, 17, 32] have neither been systematically

nor empirically validated.

Our approach. To answer the above question and shed light on

why developers struggle to implement privacy requirements, we

conducted the first empirical study that tasked participants with

implementing privacy requirements. Specifically, our main control

variable is the approach choice: we compare a model-driven ap-

proach to a traditional, code-centric one. Our study (Section 3) is

conducted as part of a project in a graduate security engineering

course, where students implemented the same web application us-

ing both approaches. Applications using the code-centric approach

serve as the control group. The study was conducted in 2024 and

was approved by our institution’s ethics review board.

Overall, 61 graduate students participated in the study. After a

6-week training, each participant was asked to implement a web

application twice: once using a code-centric approach and once

using a model-driven approach. The web application was inten-

tionally designed with simple functionality to minimize general

requirements engineering effort, while still incorporating common

privacy-sensitive features such as advertisements, analytics, statis-

tics, and recommendations (Section 4). To successfully implement

the web application in our study, a participant must apply their

knowledge across different software development phases: require-

ments engineering, design, implementation, and evolution. The

model-driven approach required more effort in the design phase,

whereas the code-centric approach required more effort in the im-

plementation phase. Submitted applications were evaluated using

over 800 automatically generated tests, which exercised all privacy

requirements and necessary checks. These tests also covered subtle

data protection scenarios, such as cases where users provide par-

tial but fine-grained consent. Additionally, students completed an

anonymous survey to provide their subjective assessments of the

two alternative approaches and their respective tradeoffs.

We analyze the two approaches both quantitatively and qualita-

tively. Our main findings (Section 5) are:

• Applications developed using the model-driven approach con-

sistently pass more tests (i.e., they are more privacy-compliant)

than those using the code-centric one, across all development

phases. They have 64% fewer privacy violations on average.

• Manually implementing privacy requirements is challenging,

even for proficient participants: no application developed using

the code-centric approach passed all tests, whereas several de-

veloped using the model-driven approach did.

• The greatest challenge in ensuring privacy is accurately mod-

eling and implementing policies that involve complex purposes

and the frequent use of personal data.

• Modeling privacy requirements without generating enforcement

code (i.e., relying on manual implementation) neither improves

development time nor privacy compliance.

• Our survey results indicate a preference for the model-driven ap-

proach. This is supported by the development statistics: model-

driven development increased time efficiency and significantly

reduced development effort, even for students with more expe-

rience in code-centric development.

To the best of our knowledge, this is the first empirical study com-

paring model-driven and code-centric approaches for implement-

ing privacy requirements (Section 6). All the study material is pub-

licly available in our artifact [25]. We hope that our well-designed

study, web application, and our findings will serve as a benchmark

for future research on privacy requirements (Section 7).

2 Preliminaries
Development typically consists of five phases: requirements engi-

neering, design, implementation, verification & validation, and evo-

lution. We introduce below the two approaches to implementing

privacy requirements that we compare in this paper: a model-driven

approach with the 𝜈ActionGUI (𝜈AG) tool (Section 2.1), where de-

velopment takes place in the design phase, and a code-centric ap-

proach with the Flask web framework (Section 2.2), where devel-

opment occurs in the implementation phase. Both approaches are

also used in the evolution phase of our study.

2.1 Model-driven Approach
Model-driven privacy [24] specializes model-driven development [3,

7, 23] to privacy. It connects system implementations with privacy

requirements using a design model that expresses data protection

requirements. This model has precise semantics, defined in terms of

the allowed system executions. It uses semantic-preserving model

transformations to generate code checking every system action and

suppressing those disallowed by the modeled requirements.

The 𝜈ActionGUI (𝜈AG) tool implements a model transformation

that takes data, security, and privacy models as input and produces

a web application with a complete, configured enforcement mech-

anism for the access control (AC) requirements specified by the

security model and data protection requirements specified by the

privacy model. While AC requirements are relevant for data protec-

tion (Art. 5 §1(f) GDPR), we omit the security model from our pre-

sentation, as its effectiveness has already been demonstrated [4].

Datamodel. A data model is a 6-tuple (𝐶, 𝐸, attr, 𝐴, end,meth) that
defines the well-formed system states and corresponds to a (simpli-

fied) UML class diagram, i.e., to a set of classes 𝐶 and enum types

𝐸 with attributes attr (𝑐), for each 𝑐 ∈ 𝐶 ∪ 𝐸, and optionally, meth-

ods meth(𝑐), for each 𝑐 ∈ 𝐶 . Classes may also be related by bi-

nary associations 𝐴 ⊆ 𝐶2
. Each association 𝑎 = (𝑐, 𝑐′) has a pair

of association ends end (𝑎) = ((el,ml), (er,mr)) where the left end
end (𝑎) [𝑙] = (el,ml) belongs to 𝑐 , and the right end end (𝑎) [𝑟 ] =

(er,mr) belongs to class 𝑐′. Each association end is a tuple consist-

ing of names el and er and multiplicities ml and mr (0..1 or 0..∗).

Example 1. The data model corresponding to the black part of

the UML class diagram in Figure 1 (page 7) includes four classes,

𝐶 = {Person, Event, Category, Ad}, one enum 𝐸 = {Role}, and
seven associations. All associations have multiplicities 0..∗, except
the one between the Person and Event classes, where each Event
object can be associated with at most one Person object as the

event’s owner. There are six methods in total. For example, the

Event class defines the view_event() and edit_event() methods.
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A data model induces a set of actions A:

{create(𝑐 ), delete(𝑐 ) | 𝑐 ∈ 𝐶 } ∪
{read(𝑐, 𝑛), update(𝑐, 𝑛) | 𝑛 ∈ attr(𝑐 ), 𝑐 ∈ 𝐶, or

∃𝑐′ . (𝑛, 0..1) = end( (𝑐, 𝑐′ ) ) [𝑙 ] or (𝑛, 0..1) = end( (𝑐′, 𝑐 ) ) [𝑟 ] } ∪
{read(𝑐, 𝑛), add(𝑐, 𝑛), remove(𝑐, 𝑛) |

∃𝑐′ . (𝑛, 0..∗) = end( (𝑐, 𝑐′ ) ) [𝑙 ] or (𝑛, 0..∗) = end( (𝑐′, 𝑐 ) ) [𝑟 ] } .

For example, the action create(Category) creates a new Category
object, update(Category, name) sets its name, and add(Category,
events) adds an event to its association end.

We use the Object Constraint Language (OCL) [16] to define prop-

erties of a data model. Every OCL expression evaluates to a value of

some type. We denote by 𝜃𝑡 the set of OCL expressions that evalu-

ate to instances of type 𝑡 . Expressions evaluating to Boolean (𝜃Bool)

are called OCL constraints. OCL’s dot operator is used to access ob-

ject attributes (e.g., 𝑐 .name), or association ends (e.g., 𝑐 .events). The
arrow notation invokes operations on collections (e.g., 𝑐.events→
size()). When applied to a collection, the dot operator maps over its

elements. OCL expressions can also be written in the context of an

object, which can be referenced using the reserved keyword self .

Example 2. The following OCL constraint, defined in the context

of the Event class, restricts the possible Event objects to those

whose owner is always one of its managers, and whose managers

are all attendants: self .managedBy→ includes(self .owner) and
self .managedBy→ forAll(𝑚 |self .attendants→includes(𝑚)).
Privacy model. Let (𝐶, 𝐸, attr, 𝐴, end,meth) be a data model. 𝜈AG

requires the designer to identify one class 𝑐 ∈ 𝐶 to represent the

application’s users. The class must then have an attribute role ∈
attr (𝑐), whose type is an enum R. For example, in Figure 1, the

Person class serves as the user class, with the role enumeration

R = {Visitor,Regularuser, Moderator,Admin}.
Personal data is PD ⊆ ⋃

𝑐∈𝐶 {𝑐}×attr (𝑐)∪{(𝑐, end ((𝑐, 𝑐′)) [𝑙]) |
(𝑐, 𝑐′) ∈ 𝐴} ∪ {(𝑐′, end ((𝑐, 𝑐′)) [𝑟 ]) | (𝑐, 𝑐′) ∈ 𝐴} i.e., a subset of at-
tributes and association ends. Let P be a set of purposes and let

⪯P be a partial order on P modeling the purpose hierarchy.

Example 3. LetPD = {(Person,name), (Person,gender)} be per-
sonal data andP = {Marketing, Functional, Recommendations,

Core, Any} the set of purposes. We define ⪯P as the smallest par-

tial order satisfying: Recommendations ⪯P Functional, Core

⪯P Functional, Functional ⪯P Any, and Marketing ⪯P Any.

For a fixed data model, a privacy model is defined as a 5-tuple

(PD,P,⪯P ,DP,AP), where PD is the set of personal data, P
is the set of purposes, ⪯P represents the purpose hierarchy, DP ⊆
PD × P × 𝜃Bool is the privacy policy, and AP is a partial func-

tion from meth(𝑐), for 𝑐 ∈ 𝐶 , to P, mapping methods to purposes.

Each element (𝑑, 𝑝, 𝜑) ∈ DP is a declared purpose, stating that per-

sonal data 𝑑 may be used for purpose 𝑝 when the OCL constraint

𝜑 holds. The actual purpose mapping AP defines which purpose

each method is associated with during system execution.

Example 4. Consider the privacy policy “We use your name for

the Core purpose, if you are a regular user.” This can be formal-

ized as ((Person, name),Core, self .role=Regularuser) ∈ DP.

Below is a privacy model, in 𝜈AG syntax, specifying the personal

data and purposes from Example 3, along with the declared pur-

pose corresponding to this policy.

1 Personal data {
2 Person.name, Person.gender
3 }
4 Purposes {
5 CORE, RECOMMENDEVENTS, MARKETING,
6 FUNCTIONAL includes CORE RECOMMENDEVENTS, ANY includes MARKETING FUNCTIONAL
7 }
8 Actual purposes {
9 Event.view_event CORE
10 }
11 Declared purposes {
12 Person.name CORE [self.role=REGULARUSER] <you are a regular user>
13 }

𝜈AG supports a textual description (enclosed in angle brackets) of

an OCL constraint. This description is used to automatically gen-

erate the privacy policy text shown to users in the web application.

Furthermore, the privacy model specifies that the actual purpose

of the view_event() method is Core (line 9).

Based on the models, 𝜈AG automatically extends the data model

and uses the extension to generate a web application with a run-

time enforcement mechanism for data protection. It generates a

stub to be implemented for each method in the data model, e.g.,

1 def view_event(id):
2 pass

The data model extension (Figure 1, left) captures the state of user

consent during execution. The enforcementmechanism consists of a

consent collection interface (i.e., a page where users can grant or re-

voke consent for each declared purpose inDP), a purpose tracking

mechanism (i.e., code maintaining a set of purposes given the cur-

rently executing methods fromAP), and instrumentation code that

intercepts every action fromA to check data protection compliance.

Intuitively, the instrumentation ensures that whenever an action

on personal data is executed within the context of a set of active

actual purposes: (1) each actual purpose is a declared purpose on

that data with a constraint that evaluates to true, and (2) the data

subject (i.e., the user who owns the personal data) has consented

to the declared purposes.

2.2 Code-centric Approach
We exemplify the code-centric approach with the Flask [11] web

framework. It binds URLs to Python functions, called endpoints,

that implement the functionality provided upon visiting the URLs.

To do so, an endpoint is decorated (using the Python syntax @) with
the route(url) function of a Flask object specifying the URL string

as a parameter.

To manage the application’s state and database access, Flask re-

lies on the SQLAlchemy library [30]. It synchronizes the represen-

tations of the objects in memory and the corresponding data in the

database tables for a subset of classes marked as persistent. Devel-

opers can thereby manipulate objects while the library performs

the appropriate SQL commands. For example, to fetch an Event ob-
ject with an id of 3, a developer can write Event.query.get(3).

Each endpoint returns an HTML page shown to the user. Flask

builds the page from a template 𝑡 containing static and dynamic

parts. The latter are computed and inserted by the render_template
(𝑡, ps∗) function from the provided parameters ps.

Example 5. Assume the Flask object app, the persistent class

Event, and the function render_template() are in scope. The fol-

lowing Python code implements a simple endpoint.
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1 @app.route('/view_event/<int:id>')
2 def view_event(id):
3 event = Event.query.get(id)
4 return render_template('view_event.html',{'event': event})

Calling the endpoint /view_event/3 fetches the event with 𝑖𝑑 =

3 (line 3) and returns an HTML page describing it (line 4). The

render_template() function accesses the event’s attributes (e.g.,

title and description) and the association ends (e.g., owner) to
create the HTML page specified by the view_event.html template.

The Flask-User [44] library provides user authentication. Like in

𝜈AG, the developer marks one class to represent the application’s

users. When a Flask endpoint is called by a previously authenticated

user, the library initializes an object called current_user with the

appropriate instance of the marked class.

Example 6. Consider a modified version of the view_event() func-
tion that enforces the privacy policy from Example 4.

1 @app.route('/view_event/<int:id>')
2 def view_event(id):
3 event = Event.query.get(id)
4 c = Consent.query.filter_by(user = event.owner, purpose = CORE, data =

↩→ event.owner.name).first()
5 if not c or event.owner.role != Role.REGULARUSER:
6 event.owner.name = ''
7 return render_template('view_event.html',{'event': event})

Lines 4–6 restrict access to the event owner’s personal data, i.e.,

their name. This restriction will be lifted only if the data subject

(i.e., the event owner) has given consent to have their name used

for the Core purpose (first disjunct of the if statement) and has

the role Regularuser (second disjunct).

The implementationwould require consent checks for each event

attendant if the template also were to render attendants’ names (see

Example 7). Besides consent checking, one must reason about the

context in which the view_event() function would be called to en-

sure that Core is always the actual purpose. While this may seem

straightforward in this example, in more complex web applications,

endpoints may invoke each other under different (actual) purposes.

3 Study Design
We define evaluation criteria for implementing privacy require-

ments (Section 3.1) and state the research questions we aim to ad-

dress (Section 3.2). Our study tasks students with implementing a

web application as part of a course project (Section 3.3).

3.1 Evaluation Criteria
To assess whether a privacy requirement has been implemented

correctly, we consider three criteria.

Privacy policy adequacy. This criterion assesses how reasonable

the declared purposes in a privacy policy are. In general, its defi-

nition is vague and difficult to operationalize: the relationship be-

tween personal data and its purpose is considered adequate when

it cannot be criticized [15]. In practice, evaluating privacy policy ad-

equacy often relies on informal justification and consensus-based

manual review.We take advantage of the fixed nature of the applica-

tion being developed in our study to establish a set of declared pur-

poses in the master solution. This master solution is defined using

𝜈AG and treated as the ground truth. We compare this ground truth

to the set of declared purposes stated in the students’ submissions.

A privacy policy in a submission is adequate when all declared pur-

poses are included in the master solution. If more declared purposes

are present, we manually review them to assess their reasonable-

ness. Conversely, any purposes missing from a student’s submission

but present in the master solution are identified through testing.

Purpose limitation. This criterion requires that any action per-

formed on personal data must be explicitly declared in the privacy

policy. This is narrower than the unlawful processing principle (Art.

5 §1(b) GDPR).We assess this criterion automatically via differential

testing between the students’ submissions and the master solution.

Consent checking. This criterion requires obtaining explicit con-

sent from the data owner before performing any action on personal

data, in line with the GDPR’s explicit user consent (Art. 7 §1). In our

study, this criterion can be tested automatically, as the consent col-

lection mechanism is provided to the students in both approaches.

Note that given a correct privacy model, 𝜈AG always fulfills the

purpose limitation and consent checking criteria.

3.2 Research Questions
To compare the two approaches to implementing privacy require-

ments, we answer the following research questions:

RQ1 To what extent does modeling privacy improve an applica-

tion’s implementation of purpose limitation?

RQ2 To what extent does modeling privacy improve its policy

adequacy?

RQ3 Towhat extent doesmodeling privacy improve consent check-

ing?

RQ4 Which approach is more time-efficient in implementing pri-

vacy requirements?

RQ5 Does prior experience in designing (respectively, implement-

ing) the same privacy requirements improve their implemen-

tation (respectively, design)?

RQ6 What are the most challenging aspects of privacy to design

(respectively, to implement)?

RQ7 How much effort is needed to evolve a privacy policy using a

model-driven approach compared to a code-centric approach?

The main controlled variable in our study is the development

approach: model-driven or code-centric. Our study participants are

tasked with using both approaches as outlined below. We evalu-

ate their implementations’ correctness with respect to the evalua-

tion criteria above by testing and analyzing declared purposes. We

evaluate the required development effort based on the lines of code

written and the time reported by the participants.

3.3 Project Organization
Table 1 presents the course project timeline. Each row corresponds

to a project phase, with columns showing the initial input, required

deliverable, and phase duration. The project has five consecutive

phases: a 6-week Training (Training) phase, two 2-week Develop-

ment phases (DevI and DevII), a 1-week Evolution (Evol) phase,

and a 2-week survey. All work is completed individually.

During the Training phase, students work through tutorials and

lab assignments [25] to build a common foundation in Flask, 𝜈AG,

and GDPR privacy requirements. This material is additionally rein-

forced through lectures and exercise sessions.
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Table 1: Project schedule

Phase Input Deliverable Duration

Training Training material Solutions (optional) 6 weeks

DevI Requirements

2 weeks(Group A) Template𝜈AG 𝜈AG privacy model

(Group B) TemplateFlask project.py, (*.py)

DevII

2 weeks(Group A) TemplateFlask project.py, (*.py)

(Group B) Template𝜈AG 𝜈AG privacy model

Evol
ChangeRequest 𝜈AG privacy model

1 week

TemplateUpdates project.py, (*.py)

Survey Questionnaire Anonymous answers 2 weeks

In DevI, students were divided arbitrarily into two evenly-sized

groups, A and B. Group A was tasked with securing the 𝜈AG appli-

cation, while Group B was tasked with securing the Flask applica-

tion. In DevII, the two groups switched roles, with Group A secur-

ing the Flask application and Group B securing the 𝜈AG applica-

tion. The results from these phases are used to answer RQ1–RQ3.
The reason for dividing students into groups is twofold. First,

we wanted to ensure that all students’ questions about the project

description (i.e., requirements engineering) are addressed simulta-

neously for both application versions in the first phase. Otherwise,

if all students used a single approach in this phase, some require-

ments might diverge across the two implementations, making them

incomparable. Second, switching the groups in the second phase

allows us to answer RQ5.
Both groups received the same Requirements document with the

application’s functional and privacy requirements (Section 4.1), and

the initial 𝜈AG (Template𝜈AG) and Flask (TemplateFlask) code (here-

after referred to as templates). Based on the document, the students

were tasked with analyzing the privacy requirements and then mod-

ifying the respective templates to implement them. Both templates

contain a project.py file with endpoints implementing only the

application’s functional requirements (as in Example 5), allowing

students to focus on the privacy requirements. More specifically:

𝜈AG template Students also received a fixed data model and an

empty privacy model, i.e., with no personal data or declared pur-

poses. They were to modify and submit only the privacy model.

Flask template Besides the implementation of the functional re-

quirements, the project.py file included a consent collection

mechanism consisting of endpoints for adding, revoking, and view-

ing Consent class instances and a corresponding page for users.

The mechanism is configured via an additional, initially empty,

PRIVACY_INPUT dictionary in project.py in which declared pur-

poses should be written. These also need to be enforced, so stu-

dents must add necessary privacy checks in the endpoints (e.g.,

like in Example 6). If students choose to organize their code into

additional .py files, those files must also be submitted.

Students using the code-centric approach are allowed to use

other Python libraries and tools (e.g., generative AI) that they deem

useful. If necessary, theymust submit an updated requirements.txt

Table 2: Project participation summary

Phase
Group A Group B Total
(𝑛 = 40) (𝑛 = 41) (𝑛 = 81)

n % n % n %

DevI
Students 34 (85.0%) 27 (65.9%) 61 (75.3%)

• 𝜈AG 34 - 34

• Flask - 27 27

DevII
Students 32 (80.0%) 25 (61.0%) 57 (70.4%)

• 𝜈AG - 25 25

• Flask 32 - 32

Pairs 32 25 57

Evol
Students 34 (85.0%) 25 (61.0%) 59 (72.8%)

• 𝜈AG 33 23 56

• Flask 33 25 58

Pairs 32 23 55

Survey 12 (30.0%) 11 (26.8%) 23 (28.4%)

Total pairs 112 (69.1%)

file outlining any new dependencies. This freedom makes this

group representative of the current state of practice. Moreover, both

groups start from existing unfamiliar code (i.e., the initial template)

representing the realistic brownfield coding scenario [9].

In DevII, the groups received the remaining templates and imple-

mented the other version of the application. After DevII, we could

answer RQ5, i.e., we assess the impact of the prior experience in

implementing (resp. designing) privacy requirements in DevI on

the design (resp. implementation) in DevII.

In the Evol phase, we released the ChangeRequest document with

new functional and privacy requirements, and updated the 𝜈AG and

Flask templates (TemplateUpdates patch). The students were again

asked to analyze the privacy requirements and implement them in

both of their applications. The TemplateUpdates patch implements

functional requirements by only modifying files that the students

did not need to submit in earlier phases. Hence, the new changes

in this phase could focus solely on the privacy requirements.

We evaluated the students’ submissions using a set of unit tests.

Examining which tests failed most frequently allowed us to identify

the most challenging aspects of the privacy requirements to imple-

ment correctly (RQ6). We also reviewed each submission’s privacy

policy to assess its adequacy, i.e., the extent to which it aligned

with the given privacy requirements (RQ2). Finally, we compared

the lines of code across different phases to assess the effort needed

to implement and evolve these requirements (RQ7). All inputs pro-
vided to the students, as listed in Table 1, are publicly available [25].

To conclude the study, we conducted an anonymous survey to

collect participants’ experiences, opinions, and the time spent on

each project phase. The primary goal was to gather data for RQ4,
which examines the time required to implement and evolve privacy

requirements. A secondary goal of the survey was to understand

how participants perceive the two approaches at the project’s end.

In particular, we asked the participants which approach they pre-

ferred and why. Appendix A lists the 17 survey questions, which

covered the students’ prior experience with 𝜈AG and Flask develop-
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ment, the time they dedicated to each project phase, and their per-

sonal reflections on both approaches. The survey remained open

for two weeks. Email invitations were sent to all enrolled students

who had participated in at least one project phase.

The participants have graduate-level coding skills and baseline

proficiency in Flask, 𝜈AG, and privacy, acquired in the Training

phase. As the GDPR applies extraterritorially to entities serving EU

residents, developers worldwide must implement GDPR provisions;

thus, other demographics are less relevant to our research questions.

Table 2 summarizes the participants’ attrition per group (shown

in columns) and phase (shown in rows), categorized by the tool

(𝜈AG or Flask). Non-applicable cells are marked with a minus sign

(−). The course consisted of 81 students: 40 in Group A and 41 in

Group B. Students were free to choose whether to participate in

every project phase, resulting in varying numbers of participants

across phases. In the DevI phase, 61 students participated overall.

In DevII, four fewer students (two in each group) participated. This

yielded 57 pairs of Flask and 𝜈AG implementations across the two

development phases.

In the Evol phase, the four students who participated in the DevI

phase resumed participation by submitting the evolved versions

of their respective applications. Two students active in previous

phases in Group B did not submit, resulting in 59 participating

students in the Evol phase overall. From Group A in the Evol phase,

we received 32 pairs of evolved Flask and𝜈AG applications. Of those,

31 were from students who participated in both of the previous

phases (as one such student decided to evolve only their Flask

application). The remaining pair came from one of the two students

who participated only in DevI phase, but decided to submit both

𝜈AG and Flask applications. We therefore received a total of 55

pairs of evolved Flask and 𝜈AG implementations.

Finally, 23 students participated in the survey, 12 from Group

A and 11 from Group B, which is 37.7% of the 61 students that

participated in at least one phase of the project.

4 Web Application Case Study
We now describe the Event Platform web application, developed as

part of the course project (Section 4.1). It was designed with simple

functionality (to minimize requirements engineering effort) and

with non-trivial data protection requirements. These include com-

mon privacy-sensitive features such as personalized advertisements,

user analytics, event statistics, and recommendations. We also ex-

plain how project submissions are evaluated (Section 4.2) and how

the course project was conducted (Section 4.3). The students re-

ceived the same project description as provided in our artifact [25].

4.1 Event Platform
The Event Platform manages events, similar to Meetup or Facebook

Events. Anyone can browse the events, whereas registered users

can create events, attend or request to attend events, and help man-

age them. Events are organized into categories, each managed by

moderators, and users can subscribe to categories of interest. Ad-

ministrators have extra management capabilities, such as manag-

ing user profiles and viewing event statistics. The platform also dis-

plays advertisements and uses personal information to send mar-

keting messages and recommend relevant events to users.

4.1.1 Data model. Figure 1 shows the Event Platform’s data model,

which defines four classes, namely Person, Event, Category, and
Ad, and seven binary associations. The Person class represents

the authenticated platform users and stores their name, surname,
gender, email, and role. The Event class stores a title and

description. The Category class stores only the category name,
and the Ad class stores only the advertisement content.

There are four associations between Person and Event: a person
can own, manage, attend, or request to join events. Each event, in

turn, has the association ends owner, managedBy, attendants, and
requesters. An event is owned by exactly one person, but it can

be managed, attended, or requested to join by multiple users. The

corresponding association ends in Person are events, manages,
attends, and requests. Each event can belong to multiple cate-

gories, represented by the categories association end. Each cat-

egory can include multiple events via the events association end.

A person can moderate and subscribe to multiple categories, i.e.,

they are the category’s moderators and subscribers. Conversely,
Person has the moderates and subscriptions association ends.

We distinguish between class methods that represent the appli-

cation interface (e.g., Flask endpoints) and internal methods (shown

underlined). Of the 40 methods defined in the model, for simplic-

ity, only six are shown in Figure 1. For example, the Event class in-

cludes the endpoint method view_event() (see Example 5), whereas

the Person class includes the internal method recommendations().

4.1.2 Privacy requirements. The principle of purpose limitation re-

quires applications to process personal data only for specific, ex-

plicit, and legitimate purposes. In this project, we focus specifically

on requiring that personal data be used only for the purposes to

which the data subjects have explicitly consented. Such high-level

principles must, in practice, be refined into system-specific privacy

requirements. We therefore derive these privacy requirements so

that participants can focus on their implementation.

For 𝜈AG, students are only required to define the privacy model,

as the code infrastructure is generated automatically. To ensure a

fair workload across both approaches, we extended the Flask data

model’s implementation to support the definition of personal data,

purposes, their hierarchy, as well as the storage of user consent.

The classes shown in Figure 1 (left) extend the Event Platform

data model to support the enforcement of purpose limitation and

user consent. The Purpose class represents application purposes,

each with a name and an optional collection of children purposes.

A basic purpose includes no children, whereas a complex purpose

must include at least one. The PersonalData class models data

considered personal. Each personal data object is linked to an owner
of the Person class. The Consent class records the explicit consent

given by a user (Person class) to use their data (PersonalData
class) for a specific purpose (Purpose class).

Purposes. Figure 2 presents the eight purposes (colored white)

specified for the project in the development phases, along with their

hierarchy. For example, the Recommendations basic purpose cor-

responds to the application’s event recommendation functionality.

The more complex Marketing purpose encompasses all market-

ing functionality and includes Targeted and Mass basic purposes.

At the highest level, the Any purpose represents all functionalities

offered by the application.
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Figure 1: Data model of the Event Platform web application, and its evolution (bottom), with privacy classes (left)

Figure 2: Event Platform purposes and their extension

Personal data. According to Art. 4(1) of the GDPR, any informa-

tion that can be used to relate or identify a natural person is con-

sidered personal data. In our project, all attributes of Person and
its subscriptions association end constitute personal data.

4.1.3 Evolved requirements. In the Evol phase, the Event Platform

application additionally allows users to send event invitations to

other users. To facilitate this, we extended the application’s data

model to include an Invite class, along with the three associations

shown in Figure 1 (bottom). The class is associated with an event

(via the event association end) and with two users: the user who

created the invitation (invitedBy) and the user who is invited (the
invitee association end). The corresponding association ends have
also been added to the Person and Event classes. In addition to

providing administrators with aggregate statistics, the application is

also extended to offer regular users personalized statistics related to

the events they attend, manage, or are invited to, and the categories

to which they subscribe. Each user has access to these additional

insights via their personal profile page.

Extended purposes. The two new purposes are colored gray in

Figure 2. The Insights purpose is a complex purpose including the

existing Analytics purpose and a new Stats purpose. The Stats

purpose covers the use of user data to provide personalized insights

through their profile page, summarizing relevant statistics about

their attended events and subscription categories.

Extended personal data. The Person’s attends association end

was considered new personal data. This extension requires students

to study the usage of this association end within the application

and appropriately adjust the privacy policy.

All these changes were described in the provided ChangeRequest

document and the appropriate TemplateUpdates patch implement-

ing the functional requirements was applied to both Flask and 𝜈AG

implementations of each student.

4.2 Project Evaluation
In this section, we explain how we evaluate students’ submissions

using two complementary methods. First, we assess their correct-

ness through a comprehensive set of privacy tests that check com-

pliance with purpose limitation and consent checking. Second, we

statically analyze the privacy models to assess their policy adequacy.

The test summary with examples, as well as our master solution, is

provided in our extended report [25].

4.2.1 Privacy tests. We designed a set of tests to evaluate whether

students’ submissions adhere to the purpose limitation requirement.

The test set itself is kept private: it is not revealed to the students

prior to their submissions. Our tests cover scenarios where a user

has not consented to the use of their personal data for a declared

purpose. In such cases, any attempt to use the data for that pur-

pose is forbidden. They also cover scenarios where valid consent

has been provided, allowing the data to be used by the application

accordingly. We refer to the former scenario as ⟨None⟩, and for the

latter, we further distinguish between basic (⟨Basic⟩) and complex

(⟨Complex⟩) declared purposes.

As 𝜈AG tool generates Flask applications, both approaches share

the same test set. For the Dev phases, we defined 95 tests each for the

⟨None⟩ and ⟨Basic⟩ scenarios, and 185 tests for the ⟨Complex⟩ sce-
nario. In the Evol phase, we introduced 12 additional tests each for

⟨None⟩ and ⟨Basic⟩, and 29 ⟨Complex⟩ tests. We also re-evaluated

each student’s updated submission using the test set defined in the

Dev phases to detect regression bugs introduced during evolution.
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4.2.2 Analyzing privacy models. Our starting point is the master

solution: a 𝜈AG privacy model that adheres to the given project

description. The model is both correct (i.e., passing all privacy tests)

and adequate (i.e., manually validated by the teaching staff) with

respect to the stated privacy requirements.

For 𝜈AG submissions, we extract the set of personal data, pur-

poses, their hierarchy, and the declared policies directly from the

submitted privacy model. For Flask, we extract the corresponding

information from the PRIVACY_INPUT dictionary. We then compare

both artifacts against the master solution. Note that our analysis

did not assess whether students had the correct conditions in their

declared purposes, as in Flask such conditions are implemented di-

rectly in code and cannot be automatically extracted.

Since our master solution declares the minimal set of declared

purposes satisfying the privacy requirements, any additional de-

clared purpose in a submission is considered over-declared. While

such over-declared purposes do not affect the outcome of the afore-

mentioned privacy tests, they could lead to other violations, e.g., the

dataminimization principle (Art. 5 §1(c) GDPR) stating that personal

data should be used only when necessary for a specific purpose.

4.3 Conducting the Project
During the Training phase, students attended three exercise ses-

sions and three lab sessions on 𝜈AG and Flask. As part of the

course’s lab sessions, they implemented two 𝜈AG and three Flask

applications. While these exercises were included in the course,

participation was not mandatory. To gauge student involvement,

we conducted a survey about their participation in these activities.

During the project, collaboration and code sharing were pro-

hibited. However, students were permitted to discuss their testing

strategies, for example, by sharing their test sets to improve the

quality of their solutions. Moreover, in the code-centric approach,

they could use any external libraries or frameworks they consid-

ered helpful for correctly enforcing privacy requirements. Students

were encouraged to ask questions via a Moodle forum dedicated to

the project or to ask the teaching assistants during exercise and lab

sessions. Forum discussions were visible to all students.

Student performance was evaluated using the privacy test suite

at the project’s end. The final grade was based equally on results

from both model-driven and code-centric approaches. This ensured

that their incentives did not favor either of the two approaches.

5 Analysis
We first present our data (Section 5.1) and then answer our research

questions (Section 5.2). We additionally provide some general re-

marks (Section 5.3) and discuss threats to the validity of our study

(Section 5.4). As the data is complex and multidimensional, in our

extended report [25] we provide a more precise account of the plots.

5.1 Collected Data
Table 3 displays an overview of students’ performance throughout

the project. Each row corresponds to a specific phase (i.e., DevI,

DevII, or Evol) and shows the total number of valid submissions (i.e.,

submissions without compilation errors), followed by the average

number of failed tests for each test scenario (i.e., ⟨None⟩, ⟨Basic⟩,
or ⟨Complex⟩) and tool (i.e., 𝜈AG or Flask). Given a specific phase,

Table 3: Average failed tests by submissions and phases

Tests Phase

Submissions ⟨None⟩ ⟨Basic⟩ ⟨Complex⟩
𝜈AG Flask 𝜈AG Flask 𝜈AG Flask 𝜈AG Flask

Base

DevI 34 27 32.91 40.15 9.71 20.48 35.18 92

DevII 25 32 23.32 41.22 1.8 27.72 13.32 110.19

Evol 56 58 27.2 45.24 5.34 27.52 18.3 96.76

Evol Evol 56 58 7.5 8.07 3.09 3.83 7.64 11.4

Figure 3: Failed test ratio across all submissions and phases

Figure 4: Average percentage of failed tests by phase (.....
shows the average percentage of failed tests across all phases)

tool, and test scenario, the average is computed by dividing the total

number of failed tests by the number of submissions. For the Evol

phase, we separately report, in the last row, the average number of

failed tests for the newly introduced Evol requirements.

Figure 3 shows the ratio of failed tests between 𝜈AG and Flask,

aggregated across submissions and phases. Each colored slice is

further divided into the three test scenarios.

Figure 4 shows the average percentage of failed tests by phase.

In the Dev phases, we separate submissions into groups (A and B).
In the Evol phase, we combine the groups, but separately show the

results for the Evol tests. The percentage is calculated by dividing

the number of failed tests of each submission by the number of

appropriate tests and then averaging this ratio over all submissions

in the appropriate group and phase. The two dotted lines represent
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Figure 5: Over-declared purposes in Dev phases

Figure 6: Most violated privacy policies in Dev phases

the average percentage of failed tests for 𝜈AG and Flask across all

phases. These averages are calculated by dividing the total number

of failed tests by the total number of test runs across all submissions.

Figure 5 shows the number of over-declared purposes found in

student submissions during the Dev phases. Each bar represents

a student’s submission; there are 22 students whose submissions

contain this type of violation. The y-axis indicates the number

of over-declared purposes in each approach. The table within the

plot shows the number of students that over-declared at least one

purpose in each tool. Indeed, out of 22 students who over-declared

purposes, 15 did so only in Flask, 5 only in 𝜈AG, and 2 in both tools.

Figure 6 shows a heatmap of combinations of (declared) purposes

and personal data most frequently violated during the development

phases. Each cell shows the difference between the number of

Flask and 𝜈AG failed tests and the number of Flask failed tests in

parentheses, all aggregated over the submissions in the Dev phases.

Figure 7 summarizes the time distribution for implementing pri-

vacy requirements across all phases. The data was collected from

Figure 7: Distribution of the self-reported implementation
times (‘ ’ shows the hours on average for implementing
each phase)

Figure 8: Distribution of the average number of LoC per
passed test (‘ ’ shows the median LoC per passed test)

the survey responses. We received 23 survey responses, which rep-

resent 38% of all project participants. Since the project’s task also in-

cludes other security requirements, such as access control policies,

we calculated the time spent on privacy by asking the participants

to estimate the percentage of their total time dedicated specifically

to implementing privacy policy (Questions 10–15 in Appendix A).

Eachmarker represents the estimate of one participant. The horizon-

tal line displays the average number of hours spent in each phase.

Figure 8 shows the distribution of the average number of lines of

code (LoC) per passed test per submission. In each box plot, the box

shows the 25th and 75th percentiles and themiddle line indicates the

median. The whiskers are bounded by 1.5 of the interquartile range.

For each submission, LoC per passed test is calculated by dividing

the number of LoC changed by the total number of passed tests. The

LoC changes are measured from standard git diff output, where

each added line or removed line is counted as one changed line. For

the Dev phases, we compare the initial template against the stu-

dent’s submission. For the Evol phase, we compare the student’s

final submission against the one from the previous phases. In the

case of 𝜈AG, we analyze the submission’s privacy model; for Flask,

we analyze project.py and any additional .py files submitted.



CCS ’26, November 15–19, 2026, The Hague, Netherlands Hoàng Nguyễn, Srđan Krstić, and David Basin

5.2 Answers to Research Questions
We now provide the key findings from our study by answering the

research questions introduced in Section 3. We conducted statis-

tical tests at the significance level 𝛼 = 0.05, which we strengthen

appropriately (Bonferroni-adjustment) when we analyze just a sub-

set of the data. We conducted a Shapiro-Wilk normality test on

all collected data (failed tests, over-declared purposes, survey an-

swers, and LoC) and established that none are normally distributed.

We therefore rely on non-parametric statistical tests, namely the

Wilcoxon Signed-Rank (WSR) test for paired data, e.g., when we

consider different implementations developed by the same student,

and theMann-Whitney U (MWU) test on non-paired data, e.g., when

we compare two independent student groups. We consider paired

data whenever possible as such within-subject comparisons control

well for individual differences in ability. In each test outcome, we

report on the cardinality of the tested data (𝑛), significance (𝑝), ef-

fect size (𝑟 ), computed median difference (Δ𝑚), and its correspond-

ing 95% confidence interval (CI). Median values for non-parametric

data are estimated using the Hodges–Lehmann estimator.

RQ1: Does modeling privacy improve an application’s imple-
mentation of purpose limitation?
Answer: Applications built using the model-driven approach (𝜈AG)

have significantly fewer privacy violations than those built manu-

ally (Flask). On average, 𝜈AG submissions have only one-third as

many privacy violations as Flask submissions, making them 64% less

prone to privacy violations (Figure 3) across all phases (Figure 4).

Statistical justification: We compare implementations using 𝜈AG

and Flask paired by student, combining submissions from DevI and

DevII phases (𝑛 = 57) with those from the Evol phase containing

both implementations (𝑛 = 55). The WSR test confirms significance

(𝑝 = 1e−16, 𝑟 = 0.792) with the median difference Δ𝑚 = 100.5 be-

tween failed Flask and 𝜈AG tests [87.0, 133.0] CI, favoring 𝜈AG over

Flask. As secondary analysis, MWU tests comparing independent

samples within each phase also favor 𝜈AG (with positive Δ𝑚) in

all three phases: DevI (Δ𝑚 = 96.0 tests [63.0, 131.0], 𝑝 = 0.0001, 𝑟 =

0.499), DevII (Δ𝑚 = 149.5 tests [111.0, 187.0], 𝑝 = 1e−8, 𝑟 = 0.754),

and Evol (Δ𝑚 = 134.0 tests [110.0, 160.0], 𝑝 = 1e−14, 𝑟 = 0.693). All

p-values pass the adjusted significance level 𝛼 = 0.05/3 = 0.0167.

RQ2: Does modeling privacy improve its policy adequacy?
Answer: Students are three times more likely to over-declare pur-

poses with Flask than with 𝜈AG. Our analysis (Section 4.2.2) shows

that 17 out of 61 students over-declared with Flask compared to

only 7 with 𝜈AG (with 2 making mistakes with both tools) in the

development phases. On average, Flask users declared 6.6 unneces-

sary purposes, while 𝜈AG users declared only 1.5 (Figure 5). Most

mistakes resulted from unnecessarily associating personal data

with complex purposes, which implicitly propagate data usage to

all child purposes. For example, declaring a privacy policy “We use

your gender information for Any purpose” does not violate the pur-

pose limitation principle. However, it is considered over-declared

as it permits the use of gender information for an overly broad pur-

pose beyond what is necessary for the application’s functionality.

This potentially violates the data minimization principle.

Statistical justification: Considering the number of over-declared

purposes per student (𝑛 = 57) paired by tool, the WSR test shows

statistical significance (𝑝 = 0.0347, 𝑟 = 0.812) but with Δ𝑚 = 0.00

over-declarations [0.00, 0.00]. As the medians are both zero, be-

cause most students do not over-declare, we further analyze the

data as binary outcomes: whether a student over-declared at least

one purpose or not (see the sub-table in Figure 5). McNemar’s test

(𝑝 = 0.0414) yields odds ratio 𝑜𝑟 = 3 [1.13, 7.94], confirming that

students are three times more likely to over-declare with Flask.

RQ3: Does modeling privacy improve consent checking?
Answer: Applications built using 𝜈AG consistently have fewer con-

sent checking violations than those built with Flask across all three

test scenarios (Section 4.2.1). For example, 𝜈AG submissions result

in an average of 28.84 failed tests for the ⟨None⟩ scenario, compared

to 40.7 for Flask in the Dev phases (Table 3). The average numbers

of failed tests for the ⟨Basic⟩ and ⟨Complex⟩ scenarios in 𝜈AG are

notably low because consent checking is automatically triggered by

the generated enforcement code, whereas in Flask one must man-

ually implement these checks in the correct locations.

Statistical justification: As the consent collection mechanisms are

included in the provided templates (Section 3.3), our evaluation fo-

cuses on whether implementations correctly check if consent was

provided. We perform a WSR test for each of the three test scenar-

ios with adjusted significance level (𝛼 = 0.0167). Recall that failures

of type ⟨None⟩ (Δ𝑚 = 10.0 tests [8.0, 15.0], 𝑝 = 1e−6, 𝑟 = 0.486)

occur when consent has not been explicitly given, yet the system

uses the personal data. Failures of types ⟨Basic⟩ (Δ𝑚 = 16.0 tests

[13.0, 21.5], 𝑝 = 1e−14, 𝑟 = 0.753) and ⟨Complex⟩ (Δ𝑚 = 70.0 tests

[46.0, 92.0], 𝑝 = 2e−14, 𝑟 = 0.724) occur when consent has been

granted, but the system does not use the data. In all three scenar-

ios, the median difference between Flask and 𝜈AG test failures is

positive, favoring 𝜈AG.

RQ4: Which approach is more time-efficient in implement-
ing privacy requirements?
Answer: While our data suggests that participants using 𝜈AG took

on average 3.73 hours to implement privacy requirements com-

pared to 5.03 hours for Flask in the development phases (Figure 7),

we cannot conclusively confirm that 𝜈AG is more time-efficient.

Statistical justification: The WSR test conducted in the development

phase (𝑝 = 0.296) is statistically insignificant due to the low sur-

vey response rate (𝑛 = 23), preventing us from drawing definitive

conclusions about time efficiency.

RQ5: Does prior experience in designing (respectively, im-
plementing) the same privacy requirements improve their
implementation (respectively, design)?
Answer: Prior experience with the alternate approach does not sig-

nificantly affect correctness. Figure 4 shows no correlation with

prior experience: in DevII, Group A performs worse with Flask (de-

spite prior 𝜈AG experience) than Group B did with Flask in DevI

(with no prior experience), while GroupB improves with 𝜈AG (with

prior Flask experience) compared to Group A’s 𝜈AG (with no prior

experience). The tool choice itself and the group’s proficiency bet-

ter predict correctness than prior experience (RQ1). The main con-

sequence is that prior design of privacy requirements, unless used

to automatically generate implementations or is formally linked to

them, provides limited benefit in reducing privacy violations.

Statistical justification: Recall that Group A used 𝜈AG during DevI

and Flask during DevII, while GroupB used the approaches in oppo-

site order (Section 3.3). We conduct MWU tests comparing groups
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with and without prior experience: for Flask, we compare Group A
at DevII (with prior 𝜈AG experience) and Group B at DevI (with-

out prior experience); for 𝜈AG, we compare Group B at DevII (with

prior Flask experience) and Group A at DevI (without prior expe-

rience). Failed test differences for both 𝜈AG (𝑝 = 0.1120) and Flask

(𝑝 = 0.0841) are statistically insignificant. Our data may simply in-

dicate that Group B is overall more proficient, which non-paired

tests like MWU do not control for. We could additionally check

how much each student improved in DevII (paired data), but, as we

have shown in RQ1, the tool choice better predicts correctness.

RQ6: What are the most challenging aspects of privacy to de-
sign (respectively, to implement)?
Answer: Students struggled most when dealing with privacy poli-

cies involving the Core purpose (directly or via a complex purpose)

or policies on frequently used personal data (e.g., a user’s name).

Justification: As this is an exploratory research question, we do

not conduct statistical tests. We exemplify these common mistakes

with an implementation taken from one of the submissions.

Example 7. The following code extends the implementation of

the view_event() endpoint from Example 5 with privacy checks.

1 def has_consented(user, purpose, property):
2 return (purpose, 'Person', property) in {(c.purpose, c.classname,

↩→ c.propertyname) for c in user.consents}
3

4 @app.route('/view_event/<int:id>')
5 def view_event(id):
6 event = Event.query.get(id)
7 # Check for the event owner's consent
8 if not has_consented(event.owner, CORE, 'name'):
9 event.owner.name = ''
10 if not has_consented(event.owner, CORE, 'surname'):
11 event.owner.surname = ''
12 # Check for each attendant's consent
13 for attendant in event.attendants:
14 if not has_consented(attendant, CORE, 'name'):
15 attendant.name = ''
16 if not has_consented(attendant, CORE, 'surname'):
17 attendant.surname = ''
18 return render_template('view_event.html',{'event': event})

Here, privacy checks must account for the actual purpose(s) of the

data being accessed. The function view_event() is considered part

of the core functionality of the platform. Therefore, before display-

ing personal data, the function must check whether consent has

been granted for the Core purpose or any purpose including it (e.g.,

the Functional or Any purposes). A common error in student sub-

missions was checking consent only for the basic (Core) purpose,

as shown in the has_consented() function definition in the exam-

ple. Additionally, since the page displays not only the event owner’s

name and surname, but also those of all attendants, consent must

be checked individually for each user object in the attendants list.

Indeed, the most common violations involved frequently used per-

sonal data, such as name, surname, or role. It is worth noting that

the remaining commonly violated policies are associated with the

Core purpose. Unlike the more explicit purposes like Marketing

or Analytics, the Core purpose refers to the platform’s main func-

tionality that is not explicitly enumerated in the privacy require-

ments. We hypothesize that this ambiguity likely contributed to

many implementation errors of the corresponding privacy policy in

Flask. Note that 𝜈AG mitigates most of these violations (Figure 6).

RQ7: How much effort is needed to evolve a privacy policy
using model-driven approach compared to code-centric?

Answer: The model-driven approach (𝜈AG) requires significantly

less code to evolve privacy requirements compared to manual im-

plementation (Flask), but offers no clear time advantage. During

the Evol phase, 𝜈AG applications require fewer than 0.75 LoC per

passed test, while Flask applications require more than 4 LoC per

passed test (Figure 8). The 𝜈AG approach is also more uniform and

compact, as evidenced by narrower interquartile ranges. However,

Flask applications required an average of 3.53 hours to implement

compared to 3.78 hours for 𝜈AG applications, suggesting no time

advantage. We hypothesize this is because 65% of the survey par-

ticipants evolved 𝜈AG applications first, and the reported time may

include overhead from requirements engineering tasks (Figure 7).

Statistical justification: The WSR test for LoC per passed test con-

firms significance (Δ𝑚 = 3.82 LoC/test [3.07, 4.91], 𝑝 = 1e−9, 𝑟 =

0.861), with the same trend holding in previous phases. However,

survey data on time is statistically insignificant (WSR, 𝑝 = 0.903),

preventing definitive conclusions about time efficiency.

Qualitative insights. We have already provided some qualitative

insights in the answer to RQ6. Here, we provide additional insights
obtained from the answers to the last survey question (Q17 in Ap-

pendix A). 22 of 23 respondents answered Q17, and of these, 12

provided substantive justifications. As the responses are in free-

text format, we applied inductive qualitative coding [45] to ana-

lyze them. The analysis was conducted by two coders, both authors

of this paper. Each coder initially coded the responses indepen-

dently and developed their own codebook and coding results. Dis-

agreements were minor (agreement rate 83.3%) and were resolved

quickly, requiring only minor revisions to the codebook, provided

in Appendix B.

When asked which approach they preferred, 13 favored 𝜈AG and 7

favored Flask, with one undecided and one suggesting Rocket [34],

a web server framework in Rust that has strong type safety. Many

students justified their preference for 𝜈AG, or the model-driven ap-

proach in general, as it is more structured, fast, and intuitive, and

hence it should lead to more consistent results. Nevertheless, the

students also reported limitations of 𝜈AG, including lack of testing

and concerns regarding its scalability and generalization. Others

preferred Flask for its greater control and easier customization. Al-

though 𝜈AG currently targets Python, the underlying model-driven

privacy approach can support other programming languages, such

as the ASP.NET framework in C# [24].

5.3 General Remarks
According to the survey responses, 12 students initially used the

𝜈AG tool, while 11 began with Flask. In the first phase, both groups

similarly rated the clarity of the project description, with a median

score of 3 out of 5. Thus, differences in project performance between

the two groups are unlikely to be due to the requirements’ clarity.

In the Dev phases, none of the Flask submissions passed all tests,

while seven 𝜈AG submissions passed all the tests. More specifically,

as shown in Table 3, Flask implementations more often failed to

correctly enforce purpose limitation for complex purposes. In con-

trast, students using 𝜈AG mostly failed to specify the Core purpose

for the application’s main functionality.

Considering only students who submitted solutions in all project

phases, the introduction of the new requirements in the Evol phase
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led to a 2.23% increase in the average number of failures in the base

requirements for Flask’s tests. In contrast, the 𝜈AG privacy models

did not incur additional violations; instead, they showed a 6.63%

decrease in the average number of failures. Further inspection re-

veals that none of the 𝜈AG submissions in the Evol phase violated

any existing privacy requirements, whereas 27 Flask submissions

introduced regressions, i.e., failed tests that had passed in earlier

phases. For both tools, no submission passed all evolution tests.

As this was the first year the 𝜈AG tool was used in the project, no

students had prior experience with it. Although three students had

worked with an earlier version of 𝜈AG in the previous iterations of

the course, that version did not support modeling privacy. In con-

trast, according to the survey, 60% of the participants reported prior

experience with the Flask framework. Despite this imbalance, stu-

dents required less time and implemented fewer lines of code while

developing more secure applications using 𝜈AG compared to Flask.

5.4 Threats to Validity
Conclusion validity.We assessed our sample size adequacy with

a power analysis for the WSR and MWU tests. To observe statis-

tically significant (𝑝 < 0.05) medium effects (𝑟 = 0.64) with 80%

power using a WSR test requires 34 pairs of observations. In our

study, we have collected 112 pairs of Flask and 𝜈AG implementa-

tions developed by the same participant. To make a similar observa-

tion on non-paired datawith theMWU test, one needs two groups of

67 observations, whereas for large effects groups of 30 observations

are sufficient. Except for the DevI test, in RQ1, all our MWU tests

detect large effects; hence our two student groups are sufficiently

large. Note that in the Evol phase, students are not divided into

groups, allowing us to detect medium effects with MWU as well.

The survey response rate is too low to provide a statistically signif-

icant answer to RQ4. We still report the data as it agrees with the

other development effort proxies (e.g., LoC per passed test).

Construct validity. In our study, we evaluate the key criteria (Sec-

tion 3.1) primarily using the generated privacy test suite and static

analysis of participants’ submissions against the master solution.

The LoC metric is an imperfect proxy for development effort, as it

does not capture cognitive load or code quality. Our use of LoC per

passed test provides a normalized measure of coding effort required

to deliver privacy requirements (the intended outcome). Finally, we

neither measure our participants’ ability to code (as they are com-

puter science graduate students with coding experience) nor their

ability to interpret privacy regulations (as our project requirements

provide system-specific operationalized privacy requirements).

Internal validity. All project work was completed individually.

We found no evidence of collaboration or code sharing in discus-

sion forums or student repositories. We ran a plagiarism-detection

tool [38] pairwise on all projects and did not detect cases of code

sharing. Nevertheless, we cannot fully exclude informal discussions

through side channels. We did not observe any clear indications of

purely AI-assisted submissions; however, we cannot fully exclude

the possibility of such usage. This was not controlled for, as the code-

centric approach was intended to reflect an unconstrained develop-

ment setting. Development time was self-reported retroactively and

may be subject to inaccuracies. Moreover, because the project also

included tasks to implement security requirements, the allocation

of time and effort by the participants may have been influenced.

External validity.While computer science students are commonly

accepted as valid proxies for developers [20, 37, 43], our results

may not fully generalize to experienced developers. We take fur-

ther measures to ensure that the use of students in our study is

justified. Namely, prior work shows that students and profession-

als perform similarly when applying new technologies [37] (e.g.,

𝜈AG), which is the primary task in our study. Differences in mo-

tivation and prior knowledge may still affect the study outcomes.

The former is mitigated by the graded nature of the project, which

provides strong incentives for commitment and leads the students

to behave closer to developers in the industrial setting [43]. We mit-

igate the latter threat by providing extensive training material [25]

to establish a baseline level of expertise in both approaches.

Furthermore, the multi-week, multi-phase structure of our study

simulates real-world development better than a (controlled) single-

session setting [19, 39]. Our study design also simulates the com-

mon scenario that real developers face: the students must initially

navigate unfamiliar existing code (i.e., the provided template) and

appropriately modify it to implement the privacy requirements. Af-

terwards, they must further modify their (now more familiar) code

to implement the new requirements provided in the evolution phase.

Our choice of Flask as the code-centric baseline is representative:

with its extensive library support, Python ranks second in web de-

velopment and Flask is the most-used Python web framework ac-

cording to the Stack Overflow Developer Survey [42]. This makes

it a realistic choice for developing real-world web applications. Par-

ticipants using the code-centric approach were allowed to use any

library or tool they deemed helpful, making this control group rep-

resentative of the current state of practice. While alternative model-

driven tools exist (Section 6), none generate executable enforce-

ment mechanisms from design models. Nevertheless, evaluating ad-

ditional frameworks and tools, as well as multi-year, group projects

(i.e., multiple participants per submission), and different applica-

tion domains, could further generalize our findings.

6 Related Work
Model-driven development for privacy. Several model-driven

approaches support the specification and analysis of privacy poli-

cies [8, 32, 46]. However, these methods do not generate executable

artifacts that support the runtime enforcement of specified policies.

In contrast, Krstić et al. [24] propose a model-driven approach that

enforces privacy policies. Their tool, 𝜈AG, generates Flask applica-

tions that support runtime enforcement of purpose limitation and

the collection of user consent. The authors evaluated 𝜈AG on three

case study applications they implemented themselves. They used

these applications to assess their approach’s generality across dif-

ferent programming languages and technologies, the development

effort (in terms of manually written lines of code), and runtime over-

head. However, they neither compared their approach to the code-

centric approach nor carried out a systematic empirical study.

Privacy policy specification and enforcement. Industrial tools
like Cedar [40] and Open Policy Agent [12] support policy specifi-

cation using domain-specific languages. However, these languages

offer no native support for privacy-specific notions such as personal
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data, purpose, or consent. Antignac et al. [2] introduce an approach

for translating high-level privacy architectures into lower-level,

privacy-preserving system designs. Pedroza et al. [32] propose a

model-based methodology that supports developers in integrating

data protection principles into the software development process.

Klein et al. [22] and Hublet et al. [21] present enforcement tools

that ensure GDPR compliance at runtime using data tainting and

information-flow tracking. Ferreira et al. [10] propose a web devel-

opment framework that assists developers in specifying data pro-

tection policies and enforces them in a cross-cutting manner. Their

prototype, RuleKeeper, targets applications built on theMERN stack

and is evaluated in a study involving ten graduate students to mea-

sure development and debugging effort.

Other efforts focus on different aspects of privacy. For example,

Antignac et al. [1] model data minimization policies, while Sánchez

et al. [33] address data confidentiality. Hooda et al. [17] propose a

logic for formalizing privacy policies and use large language mod-

els to extract formulae from policy texts. These approaches are com-

plementary to constructive privacy by design methods used to gen-

erate executable enforcement mechanisms, and they have not yet

been empirically evaluated against current development practices.

Empirical studies on security. Mai et al. [28] propose a use-case

driven modeling method for specifying and validating confidential-

ity, integrity, and availability requirements, and successfully apply

this method in an industrial healthcare project. Roussev [35] com-

pares model-driven and code-centric development approaches in

educational settings to measure their impact on programming learn-

ing outcomes and shows that model-driven approaches improve stu-

dents’ programming skills and help them manage system complex-

ity as the system evolves. “Build It, Break It, Fix It” [14, 31, 36, 48] is

a multi-year contest that empirically evaluates secure coding prac-

tices, where participants implement, test, and patch vulnerabilities.

The contest provides insights into the types and frequency of secu-

rity vulnerabilities introduced by developers. More recently, Basin

et al. [4] demonstrate the benefits of enforcing fine-grained access

control policies using a model-driven approach. Our study focuses

on the implementation of privacy requirements and is inspired by

Basin et al.’s study, i.e., our project is designed to have simple func-

tionality, yet non-trivial privacy requirements.

Empirical studies on privacy. Prior studies on privacy have fo-

cused primarily on three areas: analyzing system compliance with

regulations, investigating user responses to consent requests, and

identifying challenges developers face in understanding and imple-

menting privacy requirements. Several large-scale measurement

studies assess the extent to which websites comply with privacy

regulations, such as cookie consent compliance [6, 29], and mar-

keting emails [26]. Our work considers compliance with purpose

limitation and user consent for any personal data, not only cookies.

Singh et al. [41] study consent page designs and show that user

preferences are driven by clarity and low cognitive effort rather

than specific design choices. Utz et al. [47] further examine how

such pages affect user behavior and conclude that design signifi-

cantly influences user decisions, often resulting in uninformed user

consent. In contrast, our study tasks participants with implement-

ing privacy requirements using different approaches.

Bednar et al. [5] interview six senior engineers to understand their

motivation to comply with privacy regulations. They find that pri-

vacy is largely perceived as a compliance obligation rather than an

intrinsic development responsibility. The interview conducted by

Horstmann et al. [18] identifies a communication gap between de-

velopers, privacy experts, and team coordinators in how privacy

requirements are understood and enforced, which hinders the ef-

fective integration of privacy into development processes. Franke

et al. [13] survey 56 open-source developers and report that GDPR

compliance increases development and review effort in these open-

source projects due to the difficulty of implementing and verifying

compliance.

Horstmann et al. [19] conduct a study where 30 developers com-

plete a five-hour assignment to implement three GDPR-related

tasks. Similarly, Senarath and Arachchilage [39] conduct a case

study with 36 volunteer developers manually implementing pri-

vacy requirements in a healthcare application. Both works conclude

that developers lack sufficient knowledge and tool support, leading

to difficulties in translating privacy requirements into enforcement.

Our empirical study involves a larger number of participants over

an extended period (13 weeks) that encompasses all phases of soft-

ware development, from requirements engineering to evolution,

and compares the two approaches.

7 Conclusions
Implementing privacy requirements in modern applications is chal-

lenging, even when one is familiar with privacy regulations. This

state of practice has been around since theGDPR came into force [27].

We have presented the first empirical study comparing a promising

model-driven approach to a traditional code-centric approach to

achieving privacy compliance. We focused on purpose limitation

and user consent, two critical and commonly violated requirements.

Our findings provide strong evidence that the model-driven ap-

proach results in applications that are significantly more privacy

compliant and require substantially fewer lines of code to develop,

even with limited prior experience using model-driven tools.
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code. All generated code was manually checked.

Open Science
Our artifact [25] contains an extended version of this paper and our

study resources: 𝜈AG and Flask training material, project descrip-

tion, and implementation templates. With the provided resources,

the study can be independently replicated. Due to data protection

restrictions, we cannot share the collected participant data.

https://flask.palletsprojects.com/en/stable/
https://www.openpolicyagent.org/
https://www.openpolicyagent.org/
https://www.omg.org/spec/OCL/2.4/
https://zenodo.org/records/21695500
https://zenodo.org/records/21695500
https://www.enforcementtracker.com/
https://flask-sqlalchemy.palletsprojects.com/en/2.x/
https://flask-sqlalchemy.palletsprojects.com/en/2.x/
https://rocket.rs/
https://www.cedarpolicy.com/en
https://www.cedarpolicy.com/en
https://survey.stackoverflow.co/2025/technology
http://flask-user.readthedocs.io
http://flask-user.readthedocs.io
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Ethical Considerations
Our study was approved by our institution’s ethics review board

(IRB). We adhere to the ethical principles of the Menlo Report, as

well as the conference’s data protection guidelines. We have con-

ducted a stakeholder-based ethics analysis and implemented mul-

tiple countermeasures to ensure that students (the main stakehold-

ers) were not adversely affected by the study.

Stakeholders. Primary stakeholders include the computer science

students participating in an elective graduate course, our research

team, and the host institution. Secondary stakeholders are future

students, the privacy engineering community, software developers

implementing privacy controls, end users of privacy-aware appli-

cations, and the academic community.

Potential harms and benefits. We identified three potential

harms in this research. First, students may perceive coercion, i.e.,

feel that their participation could affect their grades and thus vio-

late their autonomy, even though no actual dependency exists. Sec-

ond, the code analysis could potentially violate privacy by revealing

programming skills, work habits, and effort patterns, which may

conflict with data protection regulations. Third, students might ex-

perience psychological distress if they believe their code quality

will be scrutinized publicly beyond the normal grading process.

This research benefits multiple stakeholders. Students learn two

privacy implementation approaches, receive comprehensive feed-

back through over 800 test cases, and gain career-relevant privacy

engineering skills. The privacy engineering community receives

the first empirical comparison of model-driven and code-centric

approaches for privacy. Software developers may benefit from pro-

ductivity gains and fewer privacy violations. End users may benefit

from improved privacy protection through better tools. The aca-

demic community gains both a research contribution and access to

our open science artifacts.

Mitigations. Coercion is addressed by ensuring that all grading

was completed and submitted before the research study began, with

survey participation occurring only after final grades were issued.

Students opt in before taking the anonymous survey. This tempo-

ral separation eliminates actual dependency and substantially re-

duces perceived coercion. The voluntary nature of the course itself,

which is an elective course, further reinforces student autonomy.

Anonymization measures address privacy concerns by prohibiting

identity collection when accessing code for analysis and there is no

personal data collection. We only collect code unlinked from stu-

dent identities, and anonymous survey responses. Collected data

cannot be linked to individual identities. We report only aggregate

statistics, and publish no individual code except for anonymized

snippets. Transparent communication addresses potential psycho-

logical distress through clear messaging that the study evaluates

tools rather than students. We provide contact information for the

study coordinator, institutional data protection officer, and ethics

commission for any concerns.

A Survey Questions
Our survey questions are organized into four categories. The ques-

tions include the expected answer format in parentheses.

Background knowledge.

Q1. Have you completed the Object Constraint Language assign-

ment before the project? (Yes/No)

Q2. Have you completed the Model-driven security & privacy

tutorial with 𝜈AG before the project? (Yes/No)

Q3. Have you completed the Model-driven security & privacy

assignment with 𝜈AG before the project? (Yes/No)

Q4. Have you completed the Flask authorization lab assignment

before the project? (Yes/No)

Q5. Have you had any additional experience with 𝜈AG or its

previous versions before the course? (Yes/No)

Q6. Have you had any additional experience with Python and

Flask before the course? (Yes/No)

Q7. In the first phase of the project, which approach were you

assigned to use? (𝜈AG/Flask)

Requirements engineering.

Q8. The project requirements were sufficiently clear.

(Strongly disagree / Disagree / Neither agree nor disagree /

Agree / Strongly agree)

Q9. In the evolution phase of the project, which of the two ap-

proaches did you choose to secure first? (𝜈AG/Flask)

Implementation effort.

Q10. How much time in hours approximately did you take to com-

plete the first phase of the project? (in hours)

Q11. What percentage of the total time in the first phase of the

project was roughly allocated to implementing privacy re-

quirements (versus security requirements)? (in %)

Q12. How much time in hours approximately did you take to com-

plete the second phase of the project? (in hours)

Q13. What percentage of the total time in the second phase of

the project was roughly allocated to implementing privacy

requirements (versus security requirements)? (in %)

Q14. How much time in hours approximately did you take to com-

plete the evolution phase of the project in 𝜈AG? (in hours)

Q15. How much time in hours approximately did you take to com-

plete the evolution phase of the project in Flask? (in hours)

Approach preference.

Q16. For Flask, did you use an existing library or implement the

privacy requirements manually? (Library/Manual)

Q17. If you were to code a similar project in the future using

one technology of your choice, which approach would you

choose? Justify your choice. (𝜈AG/Flask and a short free-text)

B Codebook
C1. Positive aspects of 𝜈ActionGUI.

a. Structured approach b. Consistent results

c. Automation d. Promising, intuitive, clear, and fast

C2. Limitations of 𝜈ActionGUI.

a. Lack of documentation b. Insufficient training

c. Scalability d. Generalization

e. No testing support

C3. Project comments.

a. Unclear requirements


	Abstract
	1 Introduction
	2 Preliminaries
	2.1 Model-driven Approach
	2.2 Code-centric Approach

	3 Study Design
	3.1 Evaluation Criteria
	3.2 Research Questions
	3.3 Project Organization

	4 Web Application Case Study
	4.1 Event Platform
	4.2 Project Evaluation
	4.3 Conducting the Project

	5 Analysis
	5.1 Collected Data
	5.2 Answers to Research Questions
	5.3 General Remarks
	5.4 Threats to Validity

	6 Related Work
	7 Conclusions
	Acknowledgments
	References
	A Survey Questions
	B Codebook

